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INVITATION

We solicit your graclous presence to the Inauguration of
UGC Sponsored Two Day National Seminar

CYBER SECURITY
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Venue Reading Room
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UGC SPONSORED(UNDER AUTONOMOUS FUNDS)
TWO-DAY NATIONAL SEMINAR
ON

CYBER SECURITY
(NSCS-2018)
In collaboration with Krishna University,Machilipatnam

(28-11-2018 @ 9:30 AM)

Inviting the Guests :  Smt.L.Sravani

Lighting the Lamp :  Dignitaries on the Dais

Prayer Song ©  Ms.V.Meena Kumari,Ms.K.Bhavani Devi

President’s Opening Remarks :  Dr. V.Narayana Rao, Principal

Theme of the Seminar :  Sri.P.Ravindra, Convenor,HOD,Computer Science

Speeches by The Guests :  Sri V.Hemachandra Rao, President,KBNCollege
Committee

Sri T.Srinivasu,Secretatry and Correspondent,KBNCollege
Committee

Sri.Dr. K.Naveen Kumar, VicePrincipal, KBN College

Sri E.VaraPrasad, VicePrincipal, KBN College

Sri Dr.Y.Narasimha Rao ,Director,PG Courses

Sri Dr.VV.Narasimha Rao ,Director,PG Centre

Sri. P.L.Ramesh,Director, Academic&Planning
Introducing the Guest Of Honour : Ms.G.SatyaParimala
Message by Guest Of Honour : Sri Sai Sathish, Founder & CEO of Indian Servers
Introducing the Chief Guest : Ms.R.Jayamma

Release of Souvenir by the Chief Guest

Message by the Chief Guest . Prof.Y.K.Sundara Krishna, Principal, Krishna University

Vote of Thanks : Smt.P.Swati
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9.

GUESTS ON THE DAIS

Dr. V.Narayana Rao, Principal, KBNCollege
Sri V.Hemachandra Rao, President, KBNCollege Committee

Sri T.Srinivasu, Secretary and Correspondent Committee

. Prof.Y.K.Sundara Krishna, Principal, Krishna University

Sri Sai Sathish, Founder & CEO of Indian Servers

Sri.Dr. K.Naveen Kumar, VicePrincipal, KBN College
Sri E.VaraPrasad, Vice Principal, KBN College

Sri Dr.Y.Narasimha Rao ,Director, PG Courses

Sri Dr.V.Narasimha Rao ,Director, PG Centre

10.Sri. P.L.Ramesh, Director, Academic &Planning

11. Sri.P.Ravindra, Convenor,HOD,Computer Science



KAKARAPARTI BHAVANARAYANA COLLEGE(AUTONOMOUS)
(SPONSORED BY S.K.P.V.V. HINDU HIGH SCHOOLS)

KOTHAPET, VIJAYAWADA - 520 001.

\

UGC SPONSORED(UNDER AUTONOMOUS FUNDS)
TWO-DAY NATIONAL SEMINAR
ON
CYBER SECURITY

(NSCS-2018)
In collaboration with Krishna University,Machilipatnam

PROGRAMME SHEET - VALEDICTORY SESSION

(29-11-2018 @ 5:00 PM)

Inviting the Guests :  Smt.R.Selvaprabha

President’s Address :  Dr. V.Narayana Rao, Principal

Convenors Report :  Sri.P.Ravindra, Convenor,HOD,Computer Science

Speeches by The Guests :  Sri V.Hemachandra Rao, President,KBNCollege
Committee

Sri T.Srinivasu,Secretatry and Correspondent, KBNCollege

Committee
Sri.Dr. K.Naveen Kumar, VicePrincipal, KBN College

Sri E.VaraPrasad, VicePrincipal, KBN College
Sri Dr.Y.Narasimha Rao ,Director,PG Courses
Sri Dr.V.Narasimha Rao ,Director,PG Centre

Sri. P.L.Ramesh,Director,Academic&Planning

Message by the Chief Guest :  Dr.E.Suresh Babu,Assistant Professor,Department of CSE,
National Institute of Technology, Warangal

Feedback :  From the Participants

Felicitation to the Chief Guest - By the Dignitaries

Distribution of Certificates - By the Dignitaries

Vote of Thanks : Smt.P.Swati

National Anthem
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Sri V.Hemachandra Rao, President, KBNCollege Committee

Sri T.Srinivasu, Secretary and Correspondent Committee

Dr.E.Suresh Babu,Assistant Professor,Department of CSE,
National Institute of Technology, Warangal

Sri.Dr. K.Naveen Kumar, VicePrincipal, KBN College
Sri E.VaraPrasad, Vice Principal, KBN College

Sri Dr.Y.Narasimha Rao ,Director, PG Courses

Sri Dr.V.Narasimha Rao ,Director, PG Centre

Sri. P.L.Ramesh, Director, Academic &Planning

10.Sri.P.Ravindra,Head of the Department Computer Science



INAUGURAL SESSON
On 28-11-2018 the first day the Seminar started with the inaugural session.

Dr. V. Narayana Rao garu principal KBN COLLEGE has presided the session. The chief
guest of the session was Prof.Y.K.Sundara Krishna garu,Principal, Krishna University,
Machilipatanam , Andhra Pradesh. Our Guest of Honour was Sri Sai Satish, Founder, CEO,
Indian Servers.

Other Dignitaries were Sri. T. Srinivas Garu, Secretary and Correspondent, Sri.E Vara prasad
Vice Principal, KBN College, Sri P.L. Ramesh, Director Academic and Planning, and
Sri.P.Ravindra, Convenor,HOD Computer Science Department.

On this Eve Principal on his address to the gathering mentioned that KBN College is proud to
organise this type of Seminars. He appreciated the participant’s for taking part in the Seminar
and encouraged them. He considered that Cyber Security is one of the needed topic for all
those who use computers. There ia vital need of security for our data therefore the
participants should enrich themselves from this two day seminar.

Prof.Y.K.Sundara Krishna, the Chief Guest of the Inaugural Session stated that Data Security
is an important issue nowadays. With the Technological Revolution the computer related
information’s importance is increased a lot. As this Knowledge spreads there is a danger for
the security of such information. The data which has to be shared must be shared in a secured
and Responsible way hence to reduce the risk.

In his Speech Sri Sai Satish said that “Anyone who are in this computer era who is using
smart phones must be very careful while using them . He also noted that while we fulfil all
our needs through these smart phones, we must take extra safety measures for not reaching
our personal information to the cyber criminals.

Guests arriving to the Event Guests at the Seminar



Ms.Parimala Introducing the Guest of Honour Speech by Guest of Honour Sri Sai Satish




Felicitation to the Guests



Information about the Seminar to the Press




Day 1-Session2Details

The first session of the first day was the Keynote address by
Prof.Y.K.Sundara Krishna .

In this session he discussed about variety of topics on data, IOT (Internet
Of Things) and Security of data.

The topics discussed were:

The Changes in technological aspects, economical aspects, social aspects
and even in learning

Real-time examples from his life

Network protocols like: IPX, SPX

Networking :Socket programing, Client server programs

He noted that there are Excellent opportunities in 10T for all categories of
students, scholars

He discussed some Cyber Data security — issues and challenging in 10T
IOT reference architecture, IOT communication protocol, Resource
management in 10T

He focused on Cloud computing and fog computing

Resource partitioning, Fog computing reference architecture

Difference between fog and cloud computing metrics and properties
Applications of fog computing

Embedded device programming languages

Coordinating languages (Linda, ORC, Jolie)

Polyglot programming

The foundations of stream processing in 10T

Stream processing

Security issues in 10T






SESSION 3&4

¢+ Technical Session by : Sri Sai Satish garu on Cyber Security 28-11-18

+¢ In his session he exhibited hacking techniques how to hack one’s private
information through Live session by hacking students mobile (contacts,
photos, messages) even cameras are operated and controlled

+ He quoted few Important Points to remember:

O

o O O O

O

O

Don’t use smart phone use normal phones

Check whether your mobile is rooted using root checker

If rooted un root it and format and update your phone

Don’t install unnecessary applications in your mobile

MCAFI, Kaspersky antivirus or antivirus software are compulsory
in phone

Settings or download permissions manager install it

If mobile lost login with your account and ask find my mobile in
Google

If mobile lost block the SIM

¢+ Cyber-Crimes can be done:

O
O

O

Monitoring websites

What’s app can be hacked by other phones through free recharge,
prizes offer

Don’t buy online products and transfer amount online without
noticing

99% data entry, HTML, CAPTCHA jobs are fake

s Malware Analysis:

O
O

o O

O O O O

Any program which haven’t your computer is called malware
“process explorer”- tool to remove virus utmost 80% vital
information resource under seize

“Use your brain like a processor”

Options — verify image signatures

Virus total.com: it scans 70 antivirus files. No signature is
dangerous

W script .exe

Powershell.exe

Rundll.exe

These files have to delete



DAY - 2 Sai Satish garu attack / hacking websites/ pages
Session 1&2

+¢ In these two sessions he was very interactive with the students .
+»+ He gave information about, How to attack and How to choose career in
cyber security
¢ Web application peuster — career
¢ Techniques for hacking website
o SQL injection or sequel injection or database hacking
Cross site scripting
Cross site request forgery
Local file inclusion
Remote file inclusion
Directory traversal attacks
o Data tampering attacks
s “OWASP.org — website to career free open web applications security
projects and virtual private network (VPN)
+ Sequel injection techniques:
% Havig —tool is used
o Copy the web pages URL and paste it in the target text box of
having tool
o Tried to hack it the valuable URL is copied in to the havij, then it
shows database names
o Then select the tables to fetch table select the tables and click
column select column click get data
Counter message to protect data
He warned to not grant all privileges to web based database users
Instead of using statement using column statement
Hack the box.eu complete 10 challenges then you are eligible for
cyber security
¢+ Hack this site.org
¢ Hackerrank.com — register immediately and completely 100 challenges
then you can complete with other engineering students
o ‘“shadow key logger”
o Trozan or Trazan to protect from hackers
o Use firewall as a counter measures install it if in computer
Immediately

O O O O O

O O O O



+» TCP view — software to identify manually locks shows connection from
your computer to remote computer

* 95% hack proof enable 2 step verification facebook, g-mail, instagram

++ Social engineering is 3 types passwords

+ Financial payments like LIC, PAYTM, SBI transactions

+¢+ Confidential Passwords must be used for User passwords like face book,
g-mail

¢ My activity.google.com :

¢ A Quote to Follow by all the students is: “Failures shows the reason
Success people shows the result”

¢ Impact foundation and Core competence were his pages in web to follow




Day2- Session3&4

E Suresh Babu

e Post lunch session was handled by Dr. E Suresh Babu
e He focused on Block chain technology and Future of cyber security
e He covered the following topics in his Seminar

O

O O O O

O

Trends in technology

Types of attacks against technology

Need of cyber security

Does cyber security already exists

Block chain in cyber security

Where might Block chain used in cryptography

e Trends in technology

O

O

Applications drive the technology are 5G Big data, 10T, Data
science etc,.

He discussed Ethics laws, Assistant transportation, Sustainability,
Cloudification, Robotics, Deep learning and Digital currency

o Types of Attacks and need for cyber security

O
O
O

O
O

The success of these technologies depends upon cybersecurity
Cyber attack is all too real against small business(43%)
Cybercrime damages will cost the world $6 trillion annually by
2021

Cyber attack is too real

Example : The equitax breach- the data loss hack impacting 145.5
million customer accounts

There are two types of threats: Insider threat and Common threats
Email a/c takeover, Malware, Phishing, Credential replay,Social
Engineering, Ransomeware attacks andMobile threats

Traditional online transactions

Why distributed ledger, How to update the ledger

e Block chain technology

O

Definition : Decentralized digital public and shared ledger of info
that is resistant to tampering

Block chain creation, Finding a new block,Block chain complex
view Participants/Minerals/Nodes in block chain puzzle

Block chain building, How it works, How to create block chain
Current trend is to make everything decentralized



o Cybersecurity jobs are safe just be ready to protect the block chain
o Potential applications in Information security may allow the use of
blockchains to manage digital identities, protect large amount of

data and secure edge devices




Valedictory Session

Valedictory Session was Presided by Dr.V.NarayanaRao garu ,Principal,KBN
College. The Chief Guest for the Session was Dr.E.Suresh Babu.There were
other Dignitaries Sri.Dr. K.Naveen Kumar, VicePrincipal, KBN College ,Sri.
P.L.Ramesh, Director, Academic &Planning, Sri.P.Ravindra,Head of the
Department Computer Science

Speeches by the Guests:
Dr.V.Narayan rao garu (The principal):

KBN college has the highest placements in district wise and statewise.
This credit goes to active placement officer and assistant placement officer. The
50 % of credit goes to placement cell and the other 50% credit goes to the
students. Security is very important to the girls. In our relatives a girl who lives
in U.S and another girl lives in Australia they both are chatting they have their
favourite heros photos. | asked them why you have kept favourite actors photos.
They answered that we are girls we want be careful if we keep our photos
directly on facebook they can be misused. So girls be careful don’t share your
original photos in facebook and whatsapp. Keep your face with you don’t show
your face to the whole world. | express my gratitude to our management
committee members for their generous support to conduct this type of seminars
continuously throughout the year. Thank you one and all for your active
participation and interaction in this 2 day national seminar.

P.Ravindra garu (Head of the Department):

The 2-day national seminar was initiated with the inaugural session honourable
guests were invited for the inaugural session. Principal Sir in his address KBN
College is happy to organize this type of seminars. He appreciated the
participants for taking part in the seminar and encouraged them. He considered
that security for our data is mandatory in the computer era. We have 220
participants in and around Vijayawada city from different streams like BCA,
MPCS, MECS, etc. In the first session of this 2-day national seminar Prof. Y. K
Sundarkrishna, Principal of Krishna University has explained how to provide
security to the data in the cloud. Post lunch of the first was taken by D. Sai
Sathish CEO of Indian servers. Sir has given practical exposure to the



participants and protecting themselves from the cyber world. Coming to the
second day that is today morning D. Sai Sathish has explained about key lockers
hacking tools and he showed how to steal data from the databases of websites
and he said it is completely illegal. Finally he has given security measures to
protect the data from hackers. Post lunch of today was explained by Dr E.
Suresh Babu garu Assistant professor of computer science and engineering
department. He explained malware attacks, need of cyber security, security
problems, Decentralized systems and block chain technology and finally I thank
all the participants, management, principals, vice principals, Director for
academic and planning, Director for pg courses, HOD of MCA, HOD of Msc
(computers) and all our staff members for extending their full support in getting
succeeded of this 2-day national seminar. Thank you very much

Dr.Naveen garu (Vice principal)

In his speech Dr.Naveen Kumar . the vice principal remarked that the base for
the computer science is mathematics. And how the all the Sciences are related
to each other.He explained how the mathematics is useful in computer
applications and cyber security.

Dr.E. Suresh Babu garu (Chief Guest)

He was very happy for organizing this 2-day national seminar by the KBN
College committee. He attended so many colleges for various seminars but he
never saw this type of seminar with enthusiastic participants. He said students
will get benefit by this seminar. All the students who are presented here has the
Zeal to get good jobs and they are very smart in the seminar.

Feedback from Participants:
Chandan (B.sc)

He got knowledge about cyber security and feels very happy for conducting this
2-day national seminar by the KBN College committee. He learnt in first
session is cyber data security, developments in IOT (Internet Of Things), need
for cyber security, computation and programming languages etc. He got
knowledge about how to keep our devices free from attack, how to keep our
websites, accounts, passwords free from Cyber Attack. He also learned types
of cybercrime and also got practical knowledge about many applications and



software. He was said that influenced by a word “Use our brain as processor not
hard disk in the last session we have learn that types of Cyber security trends in
knowledge technologies we also mentioned and all three S’s.

1. Self Adaptability

2. Self Modivate

3. Self Sustatinablity

Finally 1 want to tell that thank my management being a seminar
Ramya IBSc

Very Good Evening to One and All and dignities of the dias, A Very Good
Evening Sir,

So, Firstly I Thank the whole management and Department of Computer
Science and Applications for conducting this Seminar and Entire team of the
Seminar. This is one of the best moments for me ever and the students ,
participants of this seminar. Mr. Sai Satish Garu gives a lot of information and
he his more informative he has effective communication with participants and
interactive. We learned the lot of things. | learned many things from today and
the Journey is the Super.

Thank You... Thank you So much
Deepika Il BCA

Good Evening Dear Friends , Good Evening Respected Sirs on the Dias, off the
Dias.We have learned a lot From Cyber Security yesterday and today. I learned
many things Specially the mobiles are attacked from others. Today also on
Cyber Security we learned a lot. Ours Emails, gmail account and some of the
other devices are attacking by many other cyber crimes. How to adopt to attack
from those we learned. There were tips also from the resource persons. They
gave so much messages for not to be attacked from cyber crimes so this is very
helpful to student and mainly girls which of studying in college and also. We
have threats for emails account, google accounts. In emails Ids when we keep
passwords they are many attacking by some others. It gives a lots to us, so they
gave so many messages to us to deliver from the cyber crimes. So thank you so
much sir. Todays sir explain about cyber attacks and it helped a lot.



Thank you sir.

Thank you one and all.
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